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Mount namespaces

UTS namespaces

IPC namespaces

PID namespaces

Network namespaces

User namespaces

Cgroup namespaces

RRHAZE
CLONE_NEWNS
CLONE_NEWUTS
CLONE_NEWIPC
CLONE_NEWPID
CLONE_NEWNET
CLONE_NEWUSE
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CLONE_NEWCGR
OUP

Namespace

Namespace == Linux I N —MRAZAINFBEREILAN, [FE4TFA[E namespace
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Linux/&Z1ThRZs

Linux 2.4.19

Linux 2.6.19

Linux 2.6.19

Linux 2.6.24

Linux 2.6.29

Linux 3.8

Linux 4.6

» clone()
» setns()

* unshare()

int clone(int (*child func) (void *), wvoid *child stack

, int flags,

/

void *arqg);
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root@cb7e4ba53cad:/# 1s -1 /proc/$$/ns = Ynsll|y Namespaceff& S
total 0

Lrwxrwxrwx 1 root root @ Sep 03:27 cgroup -> cgroup:[4026531835]

Lrwxrwxrwx 1 root root @ Sep 03:27 ipc -> ipc:[4026532419]

Lrwxrwxrwx 1 root root @ Sep 03:27 mnt -> mnt:[4026532417]

Lrwxrwxrwx 1 root root @ Sep 03:27 net -> net:[4026532422]

Lrwxrwxrwx 1 root root @ Sep 03:27 pid -> pid:[4026532420]

Lrwxrwxrwx 1 root root @ Sep 03:27 user -> user:[4026531837]

Lrwxrwxrwx 1 root root @ Sep 03:27 uts -> uts:[4026532418]

root@cb7e4ba53cad: /# D

A EIRINamespacefi E A E %S




Mount namespaces

Mount

CLONE_NEWNS

PR F K F

peer group

propagation type

shared subtrees

root@5d@d7283al5b:/proc/1# 1s /proc/$$
attr clear_refs cpuset fd limits mem net oom_score_adj root setgroups statm timers
cmdline cwd fdinfo loginuid [ mountinfo |ns pagemap sched smaps status  timerslack_ns

comm environ gid_map map_files || mounts oom_adj personality schedstat stack syscall uid_map

wchan

coredump_filter exe io maps mountstats |oom_score projid_map sessionid stat



UTS namespaces

 hostname & NIS domain name
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FThRANAZ . task_struct

*x/
struct nsproxy {
atomic_t count;
struct uts_namespace xuts_ns;
struct ipc_namespace *xipc_ns;
struct mnt_namespace *mnt_ns;
struct pid_namespace *xpid_ns_for_children;
struct net xnet_ns;
struct cgroup_namespace *cgroup_ns;
}

extern struct nsproxy init_nsproxy;



IPC namespaces
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- System V IPC objects 3] POSIX message queues



PID namespaces

/proc/[PID]

init %z & systemd

| -

- MEXZ: =Z32E&MAX PID NS LEVEL

PID namespaces £z Gl ZRIRE

root@5d@d7283al5b: /proc/1# ps -ef

UID PID PPID C STIME TTY TIME CMD
root 1 @ 0 06:11 pts/0 00:00:00 bash
root 15 1 0 06:12 pts/0 00:00:00 ps -ef
root@5d@d7283al5b: /proc/1# cd /proc/1
root@5d@d7283al5b: /proc/1# 1s

attr clear_refs cpuset  fd limits mem net oom_score_adj root setgroups timers
autogroup cmdline cwd fdinfo loginuid mountinfo ns pagemap sched smaps timerslack_ns
auxv comm environ gid_map map_files mounts oom_adj personality schedstat stack uid_map
cgroup coredump_filter exe io maps mountstats oom_score projid_map sessionid stat elglely
root@5d0d7283a15b: /proc/1# []
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° rpC doTker c'lcr
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dockerd —> containerd -——> shim -> runc —> runc init -> process

. . |-- > shim -> runc —> runc init -> process

- dockerd. ctr. containerd. shim. runc +— > shin > runc -> runc init - process

DOCKER PROCESS GROUP

docker

docker
SN dockerd ==%» containerd ="

29407 1554

containerd
shim
5006

Iom =su = = = =m = oy

/bin/bash
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User namespaces

- [EBusertXfRIEXAILINUXETE: user id. group id. capabilities=s
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* /proc/PID/uid_map & /proc/PID/gid_map

- linux FAIE namespace #E—1" user namespace 5 Z1H=

EEEX HRIF/E & (chown() CAP_CHOWN

[E A2 R IEE S (Kill(, signal() CAP_KILL

N HFERuid(setuid(), setreuid(), setresuid()Z) CAP_SETUID
trace#t#2 (ptrace() CAP_SYS_PTRACE

% B R 2R E)(settimeofday(), stime()) CAP_SYS_TIME
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 Container Network Model, CNMM £ {&HY

- Sandbox
« Endpoint

* Network

* libnetwork

............................................................................................................

A Docker Container A Docker Container ‘ A Docker Container

Network Sandbox 5 : Network Sandbox f E Network Sandbox
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Bridge
Host
Container

None

user-defined: bridge. host. overlay. macvlan. third-party plugins

Network settings

——dns=
——network="bridge

: Set custom dns servers for the container
: Connect a container to a network

'bridge': create a network stack on the default Docker bridge
‘none': no networking

‘container:<name|id>': reuse another container's network stack
'host': use the Docker host network stack
‘<network-name>|<network-id>': connect to a user—defined network

——network-alias=
——add-host=""
——mac—-address=
——ip=""

__j_p6=
—-link-local-ip=[]

AdA network—-scopea alias ToOr e contalner

: Add a line to /etc/hosts (host:IP)

: Sets the container's Ethernet device's MAC address

: Sets the container's Ethernet device's IPv4 address

: Sets the container's Ethernet device's IPv6 address

: Sets one or more container's Ethernet device's link local IPv4/IPv6 addresses



- Bridgef&ED
« sandbox = network namespace
- endpoint = FEMAILAFMNN K320

* network = DockerQ Bridge

DOCKER NETWORK TOPOLOGY

CONTAINER

<--’
(...’

Docker®

etho




[read-only@bjlb-144 ~]$ brctl show

bridge name bridge id STP enabled interfaces

bro 8000.1a8e5f146478 no bondl
veth@8a34c3
veth15045ad
veth2cc19e5
veth4101046
veth4342764
veth4b3797a
veth51c7d7e
veth5251292
veth532994d
veth5e2bf35
veth619a656
veth66e6b28
veth6960efd
veth7b2df98
veth844488c
vethba6b9ab
vethbae8539
vethd131d8d
vethd80163e
vethda9b417
vethdf75022

8000 . 000000000000 no
8000 . 000000000000

[read-only@bjlb-144 ~]$ ip link show
: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc noqueue state UNKNOWN mode DEFAULT qglen 1
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
: eth@: <BROADCAST,MULTICAST,SLAVE,UP,LOWER_UP> mtu 1500 gdisc mq master bondl state UP mode DEFAULT glen 1000
link/ether 48:df:37:0d:7e:7c brd ff:ff:ff:ff:ff.ff
: ethl: <BROADCAST,MULTICAST,SLAVE,UP,LOWER_UP> mtu 1500 gdisc mq master bondl state UP mode DEFAULT glen 1000
link/ether 48:df:37:0d:7e:7c brd ff:ff:ff:ff:ff.ff
: tunl@@NONE: <NOARP> mtu 1480 qgdisc noop state DOWN mode DEFAULT glen 1
link/ipip 0.0.0.0 brd 0.0.0.0
: bond@: <BROADCAST,MULTICAST,MASTER> mtu 1500 gdisc noop state DOWN mode DEFAULT qlen 1000
link/ether 6e:e3:49:34:da:bd brd ff:ff:ff:ff:ff:ff
: bondl: <BROADCAST,MULTICAST,MASTER,UP,LOWER_UP> mtu 1500 gdisc noqueue master br@ state UP mode DEFAULT glen 1000
link/ether 48:df:37:0d:7e:7c brd ff:ff:ff:ff:ff.ff
: br@: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qgdisc noqueue state UP mode DEFAULT qlen 1000
link/ether 1a:8e:5f:14:64:78 brd ff:.ff:ff:ff:ff.ff
: foobridge@: <BROADCAST,MULTICAST> mtu 1500 gqdisc noop state DOWN mode DEFAULT glen 1000
link/ether de:a4:d5:04:04:3f brd ff:ff:ff:ff:ff:ff
: docker@: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc noqueue state UNKNOWN mode DEFAULT glen 1000
link/ether 12:f8:8d:0e:1b:98 brd ff:ff:ff:ff:ff.ff
2315: veth51c7d7e@if2314: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc noqueue master br@ state UP mode DEFAULT
link/ether 1a:8e:5f:14:64:78 brd ff.ff:ff.ff:ff.ff link-netnsid 26
13: veth677b90f@if12: <BROADCAST,MULTICAST> mtu 1450 gdisc noop state DOWN mode DEFAULT
link/ether 82:e3:be:49:53:e6 brd ff:ff:ff:ff:ff:ff link-netnsid 1
2331: veth844488c@if2330: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc noqueue master br@ state UP mode DEFAULT
link/ether 72:68:b9:62:7d:33 brd ff:ff:ff:ff:ff:ff link-netnsid 42
2081: veth5e2bf35@if2080: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc noqueue master br@ state UP mode DEFAULT
link/ether de:32:d3:99:ad:6¢c brd ff:ff:ff:ff:ff:ff link-netnsid 30
1573: veth2cc19e5@if1572: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc noqueue master br@ state UP mode DEFAULT
link/ether aa:93:a5:17:b5:f4 brd ff:ff:ff:ff:ff:ff link-netnsid 24
811: veth6960Qefd@if810: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc noqueue master br@ state UP mode DEFAULT
link/ether aa:c8:¢9:19:6¢:0b brd ff:ff:ff:ff:ff:ff link-netnsid 25
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Union File System

BAEMIEME TIXHEHE—TERT, ARFHREGTIER[NERLIE. & linux mount
R=tE ST
. copy-on-write BT E &

. allocate-on-damand B4 &g

- AUFS

* devicemapper
« Overlay

« Overlay2

- vfs

« zfs

landi @ in ~ [18:26:52]

docker info | grep Storage
Driver: aufs




AUFS

AR B RESEIE —TEMXERA T,

T S AUFS branch =55 Jarfibjdocier/autsimnt].. | —— Umenmownt« dliff, layers, mnt
poin
! . Container 2 _
L layer - udfazzX: none. reval. notify
91e54dfb1179 AUFS branch ==>> /var/lib/docker/aufs/diff/...
. whiteoutf 8 314
d74508fb6632 AUFS branch ==>> /var/lib/docker/aufs/diff/...
- :r;\/aog)e layers
€22013c84729 AUFS branch ==>> /var/lib/docker/aufs/diff/...
/var/lib/docker/aufs
d3alf33e8a5a AUFS branch ==>> /var/lib/docker/aufs/diff/... 2 tree -L 1 /var/lib/docker/aufs
/var/lib/docker/aufs
Image ) — aiff
F— layers

L— mnt



OverlayFS

- overlay 3.18 kRZAHIN linux RN1Z, overlay2 7£ 4.0hx 7~

° /Var/Iib/dOCkerloverIay/ $ ls -1 /var/lib/docker/overlay/

total 20
drwx—————— 3 root root 4096 Jun 20 16:11 38f3ed2eacl29654acefl1c32670b534670c3a06e483fce313d72e3e@al5haald

N fva . drwx—————— 3 root root 4096 Jun 20 16:11 55f1el14c361b90570df46371b20ce6d480c434981chda5fd68c6ff6laadas358
° ﬁg%ﬁig fr% IE% % | (InOde) drwx—————— 3 root root 4096 Jun 20 16:11 824c8a96la4f5e8fedf4243dab57c5be798e7fd195f6d88ab06aecad2bad31654
N P2 RS

drwx—————— 3 root root 4096 Jun 20 16:11 ad@fe55125ebf599dal24dal75174a4b8c1878afe6907bf7¢c785703411308461
drwx—————— 3 root root 4096 Jun 20 16:11 edab9b5e5bf73f2997524eebeacldedcf9c8b904fa8ad3ec43b3504196aa3801

$ 1ls —-i /var/lib/docker/overlay/38f3ed2eacl129654acefl1c32670b534670c3a06e483fce313d72e3e0als5baa8d/root/bin/1s

19793696 /var/lib/docker/overlay/38f3ed2eac129654acef11c32670b534670c3a06e483fce313d72e3e@al5baa8/root/bin/1s

$ ls —i /var/lib/docker/overlay/55f1e14c361b90570df46371b20ce6d480c434981cbda5fd68c6ff6laa®a5358/root/bin/1s

19793696 /var/lib/docker/overlay/55f1el4c361b90570df46371b20ce6d480c434981cbda5fd68c6ff6laa®a5358/root/bin/1s

Docker constructs

' Container mount
Container layer

Image layer

| filex 1 file2 1] file3 1| filed | ||“merged”

iy o T s v s D s S S i i S i

OverlayFS constructs




devicemapper

L, RIR 17

Device Mapper
I snapshot I

Ubuntu image Fat Provisioning & Thin Provisioning

- loop-lvm #] direct-lvm

| snapshot | L Comainer | i + AIFHZEEM & HERD
[ sropor |

| snapshot | Busybox image { S }
A

I snapshot I I snapshot I l

I snapshot I I snapshot I

|




Fat Provisioning & Thin Provisioning

FAT PROVISIONING THIN PROVISIONING
TYPICAL STORAGE WASTAGE SHARED STORAGE POOL
=T e
50GB RESERVED ﬁ ﬁ ﬁ ﬁ STORAGE
BUT ONLY 30-50% RESERVED ONLY
UTILISED - FOR WRITES
<10GB < 10GB <10GB < 10GB <1068

50GB RESERVED
FOR THE HOST 50GB POOL OF
SHARED STORAGE
10GB 10G8 10GB. 10G8 ° 10GB '
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